With the rise of mobile devices and the high number of instant messaging applications available in the stores, it is necessary to evaluate the usability of such applications to provide a more satisfying user experience. To this end, this paper presents a methodical usability evaluation of instant messaging applications both in iOS and Android platforms. A predefined evaluation was used, which was created to detect the main usability issues of mobile applications, regardless of the device used and the evaluated applications. Consequently, two methods were used: the keystroke level model and the mobile heuristic evaluation. Also, the results suggest that the main problems of this type of applications are difficulties in performing tasks (some of them were not agile nor easy to complete), lack of element cohesion (some icons and buttons did not follow the style of the operating system, bad translations, and too much information on the screen), problems with the user interface (pop-ups overlapping the status bar, clipped elements, sometimes the interface did not rotate, and, in other cases, the interface changed considerably when the device was rotated), and lack of information about privacy and security features. Finally, based on the results, we propose a set of recommendations that will be helpful for developers of this kind of applications.
Introduction
Mobile devices are considered as a valuable resource in our daily lives, or even essential, since they are the most used electronic tool [1, 2] .
is is also supported by the high number of active devices operating throughout the last years. Back in 2012, there were around 640 million of mobile devices [3] , whereas, by the end of 2017, there were reported 2,890 million worldwide smartphones [4] . e number of devices and available mobile applications (apps) seem to have been growing exponentially and simultaneously in recent years. e Apple App Store reported an increase of more than 400,000 available apps between 2009 and early 2012 [5] , while Google Play reported that there were more than 700,000 available apps on late 2012 [6] . In July 2015, the available apps increased up to 1,600,000 in Google Play and up to 1,500,000 in the Apple App Store [7] . As of January 2017, there were 2,200,000 apps in the Apple App Store [8] . By the end of December 2017, there were reported 3,500,000 apps in Google Play [9] . is means that there are many alternative apps to perform a given task, so users are supposed to choose the best app, motivated by several facts like ease of use, low learnability curve, or low time consumption [10] .
Mobile instant messaging (MIM) apps are becoming highly popular in recent years, as a technological (and free, in some cases) evolution of short messages (namely, SMS) [11] [12] [13] , providing a mean to enhance social interrelationships [12] . According to a research performed in late 2013 [14] , only in China there were about 1.48 billion accounts in instant messaging (IM) services. For instance, "WeChat" and "WhatsApp" apps had around 600 million registered users each; whereas 7 billion daily messages are sent in "Line" and 10 billion messages were sent daily in "WhatsApp." In 2017, there are reported 1.82 billion of IM app users worldwide, and it is expected to grow up to 2.48 billion users in 2021 [15] . us, IM apps are more likely to be used by a larger mass of users and, consequently, they are getting an increasing importance. erefore, an analysis which is putting all these elements together, alongside with user-based interaction elements, becomes mandatory in order to improve the users' quality usage of these tools.
HCI field is focused on how people interact with computers in order to create better products [16] . To this end, HCI is widely applied to try to understand users' perceptions while using some specific software products. In other words, it seeks to improve the User eXperience (UX). As defined by the International Organization for Standarization (ISO), UX is defined as "person's perceptions and responses resulting from the use and/or anticipated use of a product, system or service" [17] . In other words, UX is focused on the human emotions while using a specific software product, trying to produce high-quality experiences to the user [18, 19] .
Given that UX is a broader term (applied to almost all experiences involving the usage of a product), in HCI domain, more focused, the usability engineering is known to be part in software life cycle, connected to the design phase.
us, it is a field of study to improve products' designs. But these improvements are not only related to usability. ey could be also applied to the UX, given the UX definition by ISO, where UX and usability are connected: "Note 3 to entry: Usability, when interpreted from the perspective of the users' personal goals, can include the kind of perceptual and emotional aspects typically associated with user experience. Usability criteria can be used to assess aspects of user experience" [17] .
Usability, a software quality attribute, is defined by ISO as "the effectiveness, efficiency, and satisfaction with which specified users achieve specified goals in particular environments" [20] , whereas Nielsen defines it as "a quality attribute that assesses how easy user interfaces are to use" [21] . Usability is recognized as the key of success for software [22] , despite the fact that it is not considered as fully suitable for a better UX [23] . Anyhow, why usability, in any kind of software, is so important? It is simple [21, 24] . If users face any kind of setback, they are prone to leave. Mainly, because there are plenty of alternatives at their disposal. In words of [25] , a poor usability leads to a hugely lower performance of the user with the given software.
ese ideas could be summarized as follows: users do not tolerate UX problems anymore. All of these could lead to the user-centered design (UCD), a UX methodology applied to increase product usability. UCD focus on the design process, from the point of view of user requirements and goals [26] . UCD promotes prioritizing design prototyping in order to meet users' expectations, rather than software features.
When it comes to evaluate the usability of a given software product, there is a plethora of alternatives, usually divided into three groups [27, 28] : empirical methods, inspections methods, and inquiry methods. Empirical methods (for example, user performance tests or beta tests) consist on retrieving user's experiences with the use of the product. Inspection methods (like heuristic evaluations, expert reviews, or cognitive walkthroughs) involve usability experts to analyze usability features of a given product user interface. Finally, inquiry methods (for example, user satisfaction questionnaires, field observations, or interviews) try to obtain users' opinions and requirements based, mainly, on observations and by talks with users.
Nevertheless, the main limitations to measure usability in mobile applications are the special characteristics of mobile devices [29] : small screen size, input capabilities, network limitations, working with batteries, and variety of hardware and software elements, among others. Briefly, that is why traditional methodologies do not work well with mobile devices and, thus, new (or, at least, different from PC approaches) evaluations must be applied to mobile applications, in order to obtain optimal usability results.
On the other hand, creating an IM app and getting people to use it is not a complicated process. What it is a difficult task is to keep users to continue using the service because the cost of switching between applications is very low [13, 30] . erefore, this is why it is so vital to evaluate and improve the usability of this type of apps.
In this paper, a methodical usability methodology is used to evaluate MIM apps, both on iOS and Android platforms, and to suggest a list of recommendations that will do well to improve the usability of this type of mobile applications. Firstly, the activities that characterize common interactions in an IM app are identified. en, efficiency is measured in terms of the number of interactions to complete the activities. Finally, it is performed a heuristic evaluation with mobile experts. e rest of the paper is structured as follows: Section 2 presents the theoretical description underlying the methodical methodology. Section 3 presents the results for the methodical evaluation performed on mobile IM applications. Also, a statistical analysis is applied to determine which values are statistically significant. Section 4 discusses results and related work and Section 5 proposes a list of usability recommendations. Finally, Section 6 presents some conclusions.
Material and Methods
As far as the authors know, there are no so many methodologies created to evaluate the usability of certain types of mobile apps. ere are, indeed, a lot of research to evaluate specific under-test apps, that is, the app is already selected before the evaluation. However, when facing studies like the one presented here, where the apps to evaluate are elected based on a series of formal conditions (i.e., apps are selected within the evaluation process), possible methodologies to choose are reduced.
In the work of Moumame [31] , although being reported to be a methodology to evaluate usability of any kind of mobile apps regardless to the device, in fact it is an user satisfaction questionnaire (based, however, on an ISO standard) after some tasks are completed by participants.
ose tasks are supposed to be the most frequent and used tasks in given apps, but there is not a formal procedure to determine them. ereby, it is quite unclear how to proceed with that methodology.
ere are other types of evaluations that apply formal steps when evaluating the usability of a given app, combining both usability inspections and user tests. Namely, they are referred to as systematic usability evaluations (SUE) (defined in [32] , but used within a variety of scopes). In SUE, apps are analyzed at different levels with tasks, as this paper does with IM apps. Nonetheless, the main limitation of SUE method is the same as stated previously: this type of methodologies is only created to evaluate preselected apps, but not to determine how to evaluate a specific type of app from the market.
e applied methodology uses a set of heuristics as one of the inspection methods. Due to the peculiarities of mobile devices, such as small screen size or touch screens, several studies [33] [34] [35] [36] concluded that traditional heuristics do not work well with mobile apps and, therefore, that it is necessary to develop and use heuristics specially designed for mobile devices. ere are, indeed, alternatives to analyze mobile apps with heuristics. For example, in the work of Inostroza [37] , they developed a set of heuristics for smartphones and mobile apps.
ey reported an improvement of the original Nielsen's set, although the validation of the heuristics was not fully provided. In a recent study [38] , they provided an early validation of their heuristics, but they reported more work to do to fully validate the heuristics.
us, it was decided to apply the methodology of Martin, Flood, and Harrison [39] . It is a versatile and methodical methodology conceived to detect the main usability issues of mobile apps. It was designed to be independent from the type of the app analyzed, in order to be adequate for the special characteristics of mobile devices. is methodology has some advantages, apart from being the one suitable for analyzing specific types of apps, starting the evaluation at the market. For example, it is independent from both the platform and domain where it is going to be applied. Also, it is economic: except the heuristic evaluation, almost all steps could be carried out by only one person. Even the experts, in the HE, are only required to analyze a bunch of apps, so their required time is low. Economy could also be seen in the definition of the main tasks, which highly reduce the number of apps to be analyzed. Not only independence and economy are advantages of this methodology but also formal steps, in the way they are defined and applied, are an advantage, as it provides seriousness to the outcome. e main limitation of the applied methodology could be seen in the lack of tests with real users. "Heuristic Walkthroughs" and "Contextual Walkthroughs" could address this issue since these techniques involve context. Nevertheless, these alternatives have been reported to be more time consuming, dreary in execution, and not covering all aspects [40] . is methodology consists of five steps, which have to be performed sequentially: e assistance of human mobile experts is required in order to analyze the apps using a set of heuristics that are scored in a 5-point Likert scale. It is worth mentioning that these applied heuristics are neither generic nor the traditional ones, since they do not work well with mobile devices. e set applied here were specifically created for mobile devices [29] and successfully applied in previous studies with mobile apps [39, [41] [42] [43] .
Results
In this section, the results obtained in each step of the usability evaluation on iOS and Android platforms are detailed. An iPhone (with iOS 8 version) and a Samsung Galaxy Nexus (with Android 4.4 version) were used for this study. e iOS-platform data were collected during the Fall semester of 2014, whereas data for the Android platform were retrieved during the Spring semester of 2015. Figure 1 shows the number of (remaining and discarded) apps in each step of the research. Within Results section, when evidences of usability flaws are found, they are linked to the specific recommendation in Section 4, where justifications are presented.
3.1.
Step 1: Identify All Potentially Relevant Applications. In this rst step, a search term was chosen, in such a way that included as many applications as possible. e search term selected, which was used in both markets (i.e., the App Store and the Google Play), was "instant messenger." is keyword was derived from an analysis of the main characteristics provided in the descriptions of the most popular IM apps in the store (i.e., WhatsApp, Telegram, LINE, and Viber, among others). us, keyword was used to locate and retrieve information of the existing applications matching the search term. As a result, 243 applications were found on the iOS market and 250 applications were obtained on the Android platform. Hence, all these applications were potentially relevant and were used as an input for the following steps of the study.
Step 2: Remove Light or Old Versions of Each Application.
According to the methodology followed, if an application is categorized as a demo, trial, or an old outdated version, it cannot be analyzed because it is not fully functional.
ese applications were thus removed from the original list of potential applications. As a result, twenty iOS applications (8%) and sixteen Android applications were discarded (6%).
In agreement with the results, in the iOS platform, all discarded applications were apps with limited functionality. However, in the Android platform, eight applications o ered limited functionality, three were old versions, two were beta versions, and two were modules for another application. Also, one app was discarded from the Android list because it was removed from the store in the meantime.
Step 3: Identify the Primary Operating Functions and Exclude All Applications at Do Not O er is Functionality.
In this step, the main functionalities that all IM apps should provide were extracted from the literature. According to [44] [45] [46] , it could be assumed that sending and reading instant messages are essential features for this type of apps. Indeed, IM apps also use contacts [44, 46] , so adding new contacts should be essential for the user to communicate with other (new) contacts. For security and privacy warranties, deleting contacts [47] or blocking features [45, 48] should also be implemented. Finally, for privacy or managing internal storage, in some cases, the users may want to delete speci c conversations [49, 50] . erefore, IM applications should provide features to perform the following activities: Once the main functionalities were defined, the applications that did not meet all the features were then removed.
ereby, each application was tested to check its main functionalities and, as an output, a new list of IM applications was obtained. As a result, 184 applications (82.51%) were discarded in the iOS platform, so 39 apps (17.49%) remained for the next step. As for the Android platform, 127 applications (54.51%) were discarded, so 106 apps (45.49%) remained.
Taking a closer look to Figure 2 , it compares the apps that met each given number of functionalities (5 to 0) on both platforms. On Android, nearly a half of the apps were fully functional and about a half of them were discarded. On iOS, more than 80% of the apps were discarded, whereas less than 20% of the apps were fully functional. It should be highlighted that, on both platforms, between 45% and 55% of the apps did not meet any of the main functionalities, as they were apps designed for IM apps (like text editors, photo enhancers, or emoticons), but not really IM apps. Furthermore, for iOS platform, it is also notable that the number of apps that met 5 functionalities (17.57%) is very similar to those which met 3 functionalities (16.67%), since the latter were social networks' IM apps without possibility to manage contacts. In conclusion, there were almost three (2.72) times more IM applications (i.e., apps meeting all the 5 functionalities) on the Android platform (45.49%) than on the iOS platform (17.57%).
It should be noted that more than a half (55.41%) of the iOS apps on the first step did not meet any of the five defined functionalities. is was motivated by the fact that, given the selected search term, the iOS market retrieved multiple apps related to IM apps that were not really IM apps, for example, modules for social networks or multimedia plugins (text visual enhancers, photo/video editors, and emoji).
Furthermore, while carrying out this step, several applications were also removed because their (bad) performance hindered a full evaluation, for example, unrecoverable errors (crashes), registrations that did not work, or apps that could not be opened. In total, 24 apps (from the 127 discarded) were removed in Android for these reasons and 5 apps (from the 184 discarded) were removed in iOS due to these causes.
Within this initial inspection of the main functionalities in the raw list of apps, several usability problems were discovered. Hence, three main issues could be highlighted:
• Using too small font size texts that made impossible to use the app. Figure 3 shows an example of a pop-up in which texts and input messages were very difficult to read.
• Annoying and continuous pop-ups and notifications that, in some case, blocked the app or even the device. Figure 4 shows four examples of apps that made an indiscriminate use of pop-ups/notifications.
• Clipped texts that were not properly displayed hinder the readability of the text. In this respect, Figure 5 shows examples of clipped texts (headers of the input texts and text in the buttons) that were difficult to read.
3.4.
Step 4: Identify All Secondary Functionalities. Within this step, all the applications were tested in order to discover which other additional (secondary) functionalities they included. Secondary functionalities are additional features, which were not identified in the literature review, so they could not be considered as main functionalities. is process determines which additional features are the most common in IM applications. is step does not entail removing applications. As an input, 39 applications were tested on the iOS platform, whereas 106 applications were analyzed on Android.
On this ground, most secondary functionalities were identical in both platforms ( Figure 6 ), and variations were found only in the percentage of each functionality (considerably lower in the Android platform). 
Mobile Information Systems
Looking at the results, for the iOS platform, the most common functionalities were as follows: (1st) set a profile avatar (74.36%), (2nd) search in contacts (69.23%), (3rd) send a photo (66.67%), (4th) send a video (64.1%), (5th) set group chats (64.1%), and (6th) block contacts (53.85%), among others. Likewise, as for the Android platform, secondary functionalities were as follows: (1st) send a photo (37.74%), (2nd) search in contacts (34.91%), (3rd) set a profile avatar (30.19%), (4th) send a video (30.19%), (5th) set group chats (30,19%) , and (6th) block contacts (28.30%), among others.
3.5.
Step 5-A: Keystroke Level Model. In this step, the number of interactions required to complete each of the main functionalities (those defined in Section 3.3) was counted for each of the applications that was on the list after completing
Step 3 (identification of the main features). In KLM, as defined in the literature [51, 52] , each tap on the screen (including each kind of interaction with the device, e.g., tap, pitch, scroll, swipe, drag, or the use of hardware buttons) was considered as one interaction, and the counting started when the app was just opened (indeed, the app was reopened for each task). Also, for sameness reasons, keyboard interactions (e.g., introducing the message to be sent) were determined to act as a unique interaction. It should be noted that, while analyzing these apps, some of them were discarded from the evaluation set, given their bad performance, crashes, and critical errors. For the iOS platform, 11 apps (out of the 39 selected apps) were discarded. erefore, 28 apps were evaluated in this step. For the Android platform, 61 apps (out of the 106 selected apps) were discarded for the same reason. Hence, 45 apps were analyzed in this step. 
Mobile Information Systems
On the one hand, looking to the iOS results, the total average number of interactions was 29.86 (Table 1 ). When analyzing each task individually, task 1 (send a message) required an average of 6.53 interactions, task 2 (read and reply) needed an average of 5.75 interactions, task 3 (add a contact) required an average of 6.25 interactions, task 4 (delete or block a contact) needed an average of 5.96 interactions, and task 5 (delete chats) required an average of 5.35 interactions.
On the other hand, the total average number of interactions on Android was 29.4 (Table 1) . Breaking down by each task, it should be noted that task 1 required 6.26 interactions on average, task 2 needed an average of 5.46 interactions, task 3 required an average of 7.62 interactions, task 4 needed 5.73 interactions on average, and task 5 required an average of 4.31 interactions.
Although the iOS apps required more number of interactions than the Android apps, it is worth pointing out that there were only 1.55% more interactions in iOS than in Android. erefore, despite of being different platforms, it can be seen that the results were, actually, quite similar: the average number of interactions in iOS was around 6 interactions for all tasks, whereas for Android, the average value of interactions was between 4 and 7 interactions. Based on the compilation of the results, the main tasks should be agile to complete, avoiding any unnecessarily deep navigation. In practice, each task should require, as reported by [53] , 7 ± 2 interactions (see Recommendation #1 in Section 4). Taking a closer look at each task, some points about their performance could be remarked:
(1) Task 1: sending a new message. Although both platforms presented, on average, a similar number of interactions when starting a new conversation, 4% more interactions (on average) were detected in iOS than in Android. In essence, the evaluated apps with fewest interactions could provide these lower values by showing the keyboard automatically when accessing to new chats (see Recommendation #2). (2) Task 2: reply to an incoming message. Similar to the first task, this one returned similar results for both platforms, although apps in iOS platform needed 5% more interactions than those in Android platform. Measurements showed between 4 and 6 interactions on average. ese results were expected, given that almost all apps presented the active conversations grouped in a specific section. (3) Task 3: adding a contact. In essence, this task required 21.9% more interactions in the Android platform than those in the iOS platform. When examining the way this feature is implemented, it became apparent that there are multiple scenarios: it varies from 3 to 11 interactions. In short, some apps used the internal agenda of the device, whereas other apps established a custom contact list. As a result, the latter (usually) requires fewer interactions to achieve this task. Apart from this, the number of interactions was observed to escalate quickly when the app required more information to register a new contact (extra fields as, e.g., the name and the phone number) than the average (typically, only the username). Clearly then, this substantial difference is statistically significant (p � 0.0057, W � 795), and it is probably caused by the different ways in which platforms manage the task (see Recommendation #3). For example, in Android apps, the user must close the application, open the agenda, add there the contact, and then return to the application. is process is much easier in iOS apps for the user because communication with the agenda is done within the application without having to access the phonebook. (4 is difference in the number of interactions is statistically significant (p � 0.0002, W � 1354.5) depending on how it is implemented. If the chat is deleted by selecting the element-to-delete (i.e., sliding in iOS or long press in Android), then less interactions are required. On the other hand, more interactions are required to delete the chat if the user has to press a top button to enable the selection of the elements to be deleted.
It should be highlighted that, during this step, several functionalities in different apps returned unrecoverable errors that resulted in forced closing (or freezing) of the app (see Recommendation #4). Other apps seemed to be developed for a screen size different to the one that was used for the study (and no information is shown in the store by the vendors about it), resulting on an interface that did not fit well to the screen.
Based on the methodology carried out, not all applications moved to the next step: only the four lowest values of keystrokes representing the top-ranked applications were used in the heuristic evaluation (step 5-B). It should be highlighted that if two or more apps returned the same total number of keystrokes, they were all taken as one to the next step.
Based on the results, on the iOS platform, the following seven apps were chosen: "surespot encrypted messenger" (21 interactions), "hike messenger" (24 interactions), "HushHushApp" (24 interactions), "Kik Messenger" (26 interactions), "Touch" (26 interactions), "Hiapp Messenger" (26 interactions), and "WhatsApp Messenger" (27 interactions).
Hence, the following six apps were selected on the Android platform: "surespot encrypted messenger" (19 interactions), "ZOHIB messenger" (23 interactions), 
3.6.
Step 5-B: Mobile Usability Heuristics. At this point, the final step (in the form of a heuristic evaluation) was performed on the selected apps. Six experts in mobile technologies evaluated all apps using a set of usability guidelines by applying scores on a 5-point Likert scale (Table 2 ) [39, 54] . To do this, six experts evaluated the iOS apps and five experts evaluated the Android apps (see Table 3 for further details). All of them made the evaluation individually in a stand-alone environment. All the experts were aged between 18 and 24 years with, at least, a bachelor's degree and more than three years of background experience with mobile devices and mobile apps.
is analysis consisted of checking whether the app met (or not) a set of guidelines. Also, apart from reporting flaws with the scale shown in Table 2 , experts were required to provide a justification (i.e., the usability issue) for the score given to each guideline. us, the evaluation was rated by considering eight heuristics and their corresponding subsections (namely, subheuristics) (see Table 4 ) [29] .
Based on the experimental evaluation, the results of the heuristic evaluation are shown in Table 5 (iOS platform) and Table 6 (Android platform). Results of each heuristic for a given app (i.e., each cell in the table) were calculated as the average of all expert ratings for all subheuristics. e MEAN H column shows the average value for each heuristic.
With the results in hand, it could be seen that heuristics with lower values (i.e., more usable) had, mostly, no problems or cosmetic problems. On the other hand, heuristics with higher values (i.e., less usable) presented issues in the form of minor and major problems. From these results, it could be observed that such problems (minor and major) affect the functionality of the application in a regular use. However, the other issues (cosmetic problems) mean small obstacles in the interface, which does not affect, at all, the regular use of the application.
At this point, the results of each heuristic could be analyzed further in detail:
(i) Heuristic A: visibility of system status and losability/findability of the mobile device. e main issue of this section was, in words of the experts, problems related to pop-ups and panels hiding (fully or partially) the top status bar that were found in some apps (Figure 7) . is was found uncomfortable by experts, considering that the user loses the context of the real world and the current status of the device (e.g., battery percentage or network conditions) (see Recommendation #5). Furthermore, experts detected that some apps did not support the feature of recovering the user's account when the access is done from another device, or when the same device has been formatted us, this forces the users to register again in the system with a different ID, which implies losing all contacts, configuration settings, and conversations.
(ii) Heuristic B: match between system and the real world. Our experts found problems to adapt and limit the information on the screen. ese issues were reported on both platforms ( Figure 8) . One of the main limitations of the mobile devices is the reduced display size available to show contents, which could vary from one device (or OS) to another. us, the interface should be carefully planned to adapt contents to the available space and set boundaries to the amount of information that will be placed (see Recommendation #7). (iii) Heuristic C: consistency and mapping. Some apps presented some panels and lists (like dropdown menus) with a number of items that could not possibly fit the screen ( Figure 9 ) or with options that were initially not displayed ( Figure 10 ). In addition, layout designs (as well as UI elements) should be made in line with the target OS, which reduces the learning curve of the app (see Recommendation #7), distribution of OK/Cancel buttons in dialogs (reported by Nielsen [55] as a problem), or the confusion made with the usage of nonstandard UI elements [56] . Besides, experts also highlighted problems with respect to clarity and organization of the displayed information (such as lack of consistency or too much information on the screen) on the iOS platform. (iv) Heuristic D: good ergonomics and minimalist design. Experts emphasized that more than eight interactions affect the ability to follow the flow of task actions, which is directly related to the learnability skill (see Recommendation #1). Likewise, when the app is used in a different language from the one in which it was created, translations were sometimes clipped. Experts pointed out that this way it is difficult to follow flow of events. In some cases, main tasks could be achieved with more or less obstacles, but when trying to change the app settings is where good translations make the difference (see Recommendation #8). Moreover, while operating with chats (Task 1, Task 2, and Task 5), experts tried to turn the device horizontally to facilitate interaction with the app, but they discovered that not all apps were prepared; that is, the user interface was not adapted when the device was rotated ( Figure 11 ) (see Recommendation #10). (vii) Heuristic G: aesthetic, privacy, and social conventions. In essence, experts found out that the design of mobile apps should not only focus on the available features (and, if any, a minimal UI design) but also consider how the UI will look (in terms of how the layout is reorganized) on different screen sizes and device rotation positions (i.e., vertical and horizontal positions) (see Recommendation #10). erefore, when it comes to security and privacy aspects, several apps showed a lack of information about these terms that, for experts, was a serious problem because messages could be sent using not reliable channels and there was not enough information about what the system does with the user information (see Recommendation #11).
(viii) Heuristic H: realistic error management. It is interesting to address that some unrecoverable errors that produced a forced closing of the app were also found. Along with this, experts found this issue very disappointing, causing frustration feelings when an unexpected forced close of the app lost some information and requires reopening the app (see Recommendation #4). As a final recall for all heuristics, results ( Figure 12 ) are significantly better (i.e., lower values) on the Android platform than on the iOS platform, except when it is referred to the interface design and completion of tasks. On average, heuristics on the Android platform is around 0.87 (it does not get to be categorized as a cosmetic problem), while this value rises to 1.19 on the iOS platform (categorized between a cosmetic problem and a minor problem).
It is noteworthy that apps that performed well in the KLM analysis (low number of interactions) underperformed in the heuristic evaluation (a larger number of usability problems were found). To our best knowledge, it could be suggested using both methods (KLM and heuristic evaluation) for an optimal usability evaluation of mobile applications.
Recommendations
At this point, in this section, our findings could be summarized in the following set of recommendations: should be optional and it should be possible to add it later, if needed. Experts determined this to make tasks easier and faster to complete. (iv) Recommendation #4: do not tolerate unrecoverable errors. Unrecoverable errors should be avoided as far as possible. is is an obvious recommendation, but such problems were found in some of the analyzed apps. It is highly preferable to close a window (or a pop-up) with an error report than an unexpected shutdown or a freezing of the app; thus, "help users recognize, diagnose, and recover from errors" [37] . Likewise, as detailed by Nielsen [57] , error messages should be explicit, human-readable, polite, precise, constructive, and highly noticeable. e application should also be tested on different end-target devices/OS to avoid anomalies derived from selling or publishing the app for a different device to that used in the design and implementation of the app (variation in screen size or different versions of the operating system, among others). Experts suggested this recommendation after finding unrecoverable errors in their analysis, which were highly negative. (v) Recommendation #5: keep the top status bar always visible. While using the app, whenever possible, avoid panels or pop-ups that overlap totally or partially the top status bar (battery, time/date, and network indicators). e exception is when an app is specifically designed to be used always in full-screen mode. (vi) Recommendation #6: provide account recovery features. Whenever possible, the app should implement methods that allow the user to restore the account (in the same or a different device) if the device is lost or formatted. At least the account details (profile) and contacts should be recovered.
Retrieving messages may not be necessary, since servers, for privacy reasons, usually do not store messages for long periods of time. Experts realized that not all the apps have implemented this feature, so users who change from one device to another could not be able to retrieve their account details. (vii) Recommendation #7: UI adapted to and limited by the operating system (OS). Content displayed should be adapted and limited to the screen size and the OS. e available space on the screen is not very large, so clipped elements are quite common when translations are applied, making content unreadable. As seen in [58] , hyperlinks showed in texts should be as short as possible, remarking this need of content adapted to the available space. In addition, as seen in [59] , each OS presents its own UI design alternatives. To improve the user experience and to keep similarity to the host system, icons, buttons, and other elements should be in line with the operating system. (viii) Recommendation #8: avoid half translations. For those apps aimed at a target audience with a different language, half translations should be avoided because some users do not understand other languages. is recommendation, along with consistency in the design of the interface, is important so that texts do not appear as trimmed or misplaced; or even su ering from UI changes [59] . Experts pointed out that internationalization of the interface texts is highly related to the consistency of the app, also important due to the globally dissemination of this kind of apps. (ix) Recommendation #9: provide visual distinction between individual and group chats. Individual and group chats should be di erentiated, for example, using multiple tabs or icons. Experts pointed out that group and individual chats are slightly di erent, in terms of the number of people involved and the content of such chats erefore, a distinction should be made to speed up visualization of information. (x) Recommendation #10: design the interface carefully and accurately. e development of an app should be focused on the user interface in order to ensure that the content is appropriately displayed in di erent screen sizes, screen resolutions, and orientations of the device (portrait and landscape). e app should show the same minimum content, regardless of screen rotation or size, to ensure a satisfactory user experience. Extra content may vary for devices with larger screens or if the device is placed horizontally (some apps change text for icons when rotating the device because there is less space to be used). is has been reasoned as a way to force an improvement of the interface, in which most of the apps have been discovered by the experts as a main failure. In addition, enable using the device in landscape orientation, which is especially important while writing messages (in fact, in all keyboard interactions). Experts pointed out that using the device horizontally greatly improves the ease of use of the app. Also, note that not all analyzed apps facilitate this action because several did not adapt the interface when the device was rotated.
(xi) Recommendation #11: provide security mechanisms and information to the user. Since messages usually travel through unsecure channels in this type of apps [60, 61] , the application should provide mechanisms to ensure the encryption of information. It should be noted that, in several number of available mobile apps, there are reported scarce security methods implemented and a lack of information to the user [62] . Privacy policies should be clearly stated so that the user knows how private information is managed and displayed. Experts pointed out that there was few or none information about this subject, which has been measured as a very important feature for this kind of apps.
Discussion
Generally speaking, this paper presented a research that aims to broaden our knowledge of the usability issues of mobile instant messaging apps. e methodology used can evaluate mobile apps in terms of e ciency, which is a common metric to measure usability [63] and usability inspection, aiming to detect potential aws in the apps. Nonetheless, it could be highlighted as a limitation that satisfaction, one of the main (emotional) metrics of usability, was not measured here, given that real users were not surveyed in this study.
In particular, the methodical evaluation [39] carried out here to detect usability issues was previously tested successfully on two types of apps: diabetes management apps [ 42, 43] and spreadsheet apps [41] . Additionally, these authors applied this methodical evaluation on previous studies in IM environments [64, 65] . e results of these studies (as well as this study about IM apps) show that it is necessary to apply both KLM and heuristic evaluation methods in order to detect more usability problems than when only one of them is used. e KLM is an objective method (e.g., error management dialogs adds, irrevocably, interaction costs compared with those apps that do not apply error management), whereas the heuristic evaluation is a subjective method. When both methods are applied, more reliable results could be obtained.
Besides the limitation of the context, which is addressed by the methodology, other limitation of these kind of studies (i.e., methodical evaluations) could be, for example, that several steps turned into exhausting stages when there are lots of elements (mobile apps, in this context) to filter out. Other issues are, for example, time-sensitive results or the fact that not all usability issues can be detected [66] . Moreover, only iOS and Android platforms were evaluated in this study. Although they are the most used mobile platforms [67] , other platforms may return different results, due to their software and hardware capabilities.
Although it is not clear in which degree a usability expert could provide better heuristic evaluation results than a context-related professional (as the ones selected in this study) [68] [69] [70] , authors would like to stress this as a possible limitation of the study, given that experts chosen for this evaluation were experts in mobile technologies, rather than in heuristic evaluations.
It is interesting to compare this paper with three mobile IM prototype apps that were developed by other authors: Perttunen et al. for a PDA (in 2005) [71] , by Inbar and Zilberman for several platforms (in 2008) [72] and by Nawi et al. for Android (in 2012) [73] . At the first glance, as in our study, their usability evaluations came out with problems associated to the Nielsen's "Visibility of System Status" webheuristic, in some aspects quite similar to heuristic A of our applied methodology. In our study, the problems detected were related to the status bar (it was hidden in some applications while performing different actions on the UI) (as reflected in our Recommendation #5). Perttunen et al.'s issues pointed to the need of visualizing indicators related to availability (user status) and message transmission (delivery information), but this study was only focused on sending messages under diverse user status conditions. Inbar and Zulberman's study reported usability issues before the IM app was created. ey were related to user status and fast ways to initiate chats. e small number of issues found may be because the usability analysis was made with case studies examples. As well as in our study, in the 2012 prototype (Nawi et al.'s), the evaluation also found problems with the UI, although the authors suggested that this was because the application was just a prototype, not a final version.
Although the previous studies applied usability evaluations to mobile IM apps, the most similar study to this paper was an evaluation made in 2013: a MIM usability evaluation on Android devices [74] using cognitive walkthrough in a laboratory environment with the assistance of six evaluators. Due to, in the authors' opinion, the impossibility to target all existing IM apps on markets, they used a review on the best Android platform applications (based on users' opinions) published by the "PC Magazine" website [75] . Authors chose the best three apps of the review on the "Communication" category, that is, "WhatsApp," "Skype," and "GO SMS Pro." e usability evaluation was then performed by creating and analyzing tasks (like the methodology applied in this study): chatting, file transfer, contact features (addition, update, and visualization), and profile status.
e results of this evaluation are aligned with our study, since they conclude that there were similar buttons and icons (in some cases they were the same visual element) with different actions and, as previously said in this paper, this issue leads user to confusion (as shown in our Recommendation #7 and, also, reported by Nielsen when a GUI element looks like a clickable element but it does not initiate any action [56] ). However, the study also found usability issues of these apps like, for example, users could not select multiple emoticons at once; there was no confirmation message when the user sends a file or an inefficient "Search" feature, among other problems. Nevertheless, these problems were not found in our study, may be due to the fact that tasks were defined taking into account features offered by the applications (related mainly to the chats section), whereas in our study, tasks were defined after a literature review and trying to identify what is an IM application based on its main and necessary tasks. eir decision has the clear disadvantage of not covering all possible dimensions and functionalities of IM apps. It is true that, if our evaluation would have included other or more tasks, more diverse problems could have been discovered.
Meanwhile, in Mendoza's book [76] , a series of advices are given as mobile design patterns based on the author's experience, since (desktop) web UX is not the linear mobile UX. In general terms, mobile experiences should keep in mind some performance scenarios: short, easy, OS-centered, and consistent navigation, as well as small and clean layouts with larger and concise UI elements. Extra use of options, images, and texts slow down the experience. Screen-rotation adaptation does not only mean adjusting width and height dimensions of the contents but also produces experiences according to the new orientation. Mobile experiences are expected to be fast, while loading times and many screens could be seen as unsuccessful experiences. All of this is, as well, aligned with our Recommendation #10.
In words of Swierenga [77] , although there are guidelines in iOS and Android for consistent UI designs, there is a lack of usability guidelines for mobile apps. Hence, these authors proposed a set of usability guidelines to be used in outdoor tourism apps, mainly, providing high quantities of information to the user. Essentially, their first set of recommendations is thought to be for broad kind of apps: navigation elements at the bottom of the interface, scrolling as least as possible, oversized and simple clickable elements, well-defined titles for all UI elements (aligned with our Recommendation #10), and fewer number of interactions to get desired contents (fully aligned with our Recommendation #1). Finally, they provided a set of recommendations specially created for outdoor environments, such as, download contents to the device, increase readability with bigger font size and contrast, and produce versions for both smartphones and tablets, given the different screen sizes among these kind of devices (aligned with our Recommendations #7 and #10).
In addition to it, Shitkova [24] came out with the same point: there is a lack of usability guidelines for mobile apps in the scientific literature. To cope with it, the authors created a list of 39 usability guidelines for mobile websites and applications.
e guideline is divided into five sections: layout, navigation, design, content, and performance. Some of their guidelines could be arranged with our usability recommendations: easy navigation elements with few options, number of clicks as few as possible (both aligned with our Recommendation #1), self-explanatory titles for all UI elements, optimized UI, contents, and functionalities similar in different device versions of the app (all of them aligned with our Recommendation #7), easy-to-understand UI elements, avoid table layouts, contents ordered by importance, confirmation dialogues, consistent, uniform, and simple UI (all of them aligned with our Recommendation #10).
Nonetheless, other authors [78] pointed out the convenience of creating generic usability guidelines, instead of app-specific guidelines. However, authors admitted a twofold consequence: generic guidelines could not be, may be, used in specific kinds of apps; and, also, specific guidelines could not be generalized to broader domains. Authors present a compilation of the main usability guidelines present in the scientific literature. It was expected that our most specific recommendations for IM apps, that is, Recommendations #2, #3, and #9 were, indeed, not present in that collection. However, we presented other generic-like recommendations which are not present, either, in that collection of guidelines. Although a bit specific, but certainly for a huge number of apps, our Recommendation #6 (account recovery) was not shown there. Similarly, our generic Recommendation #8 (avoid half translations) was not specifically cover. It is partially covered, with the "Do not use objects with different meanings" and "use terms related to the real world" guidelines, but not explicitly controlled. Finally, our generic Recommendation #11 (security mechanisms and information) was not presented, in any way, in any of the usability guidelines.
To conclude this section, these advices, our recommendations (see previous section), and other kinds of guidance found on the literature demonstrate what this paper has been remarking since the beginning: app designers are not applying these methods, methods that only want to improve user's mobile experiences, and it is noticeable for the flaws in the apps. Also, reducing learnability curves in the usage of these apps reflects in a benefit for the users.
Conclusions
With the high widespread adoption of smartphones and the fast proliferation of instant messaging applications (IM), the usability evaluation of this type of mobile applications is required. Usability is in the form of a User eXperience (UX) attribute. In a different way from PC contexts, addressing the usability of mobile apps require taking into account multiple factors: small screen size, limited capabilities, network limitations, or input restrictions, among other factors.
To summarize, the presented paper has followed a methodical evaluation to detect the main usability issues of instant messaging apps both on Android and iOS platforms (an iPhone and a Google Nexus were used for this study).
is sequential approach followed five steps: (1) identification of potentially relevant apps, (2) discard demos and old versions of apps, (3) identification of main functionalities and exclusion of apps not offering all of these functionalities, (4) identification of secondary functionalities, and (5a) keystroke level modelling (KLM) to measure time to complete the main functionalities and (5b) heuristic evaluation (HE) to detect usability problems along with 6 experts in mobile technologies.
Within the first two steps of the evaluation, after reviewing literature, it was concluded that an IM application should have at least the following main features/ functionalities: (T1) sending an instant message to a particular contact, (T2) reading and replaying an incoming message, (T3) adding a new contact, (T4) deleting (or blocking) a contact, and (T5) deleting a chat. In Step 3, all apps from online market stores (App Store and Google Play) that did not meet all of these features were excluded and the list of relevant applications was obtained. Hence, only 39 apps met these features on iOS, whereas 106 apps met these features on Android.
In relation to the results of the KLM test, consisted in counting the number of interactions of the main features for each app, returned that the average total number of interactions of an IM application is quite similar on both platforms: 29.86 on iOS and 29.4 on Android.
Regarding the HE, the collaboration of several experts in mobile technologies was required to determine which usability heuristics were met when examining applications.
ese heuristics are divided into subheuristics, which were evaluated using a 5-point Likert scale. An in-depth analysis of the results suggested that both platforms have significant issues related to a bad interface design, clarity and organization of the displayed information, lack of security/privacy information, and problems to complete the main tasks.
Preliminary validation results of the KLM and HE suggest that both methods should be applied to detect the largest number of usability problems. Indeed, this is because applications with low scores on KLM (theoretically the best applications) had worse results in HE (i.e., more problems were detected in better-rated apps on KLM).
Finally, after the process, this paper came up with a set of usability guidelines: (i) Recommendation #1: main features should be easy to access (ii) Recommendation #2: automatically display of the keyboard at new chats (iii) Recommendation #3: add a new contact only with the ID (iv) Recommendation #4: do not tolerate unrecoverable errors (v) Recommendation #5: keep the top status bar always visible (vi) Recommendation #6: provide account recovery features (vii) Recommendation #7: UI adapted to and limited by the OS (viii) Recommendation #8: avoid half translations (ix) Recommendation #9: provide visual distinction between individual and group chats (x) Recommendation #10: design the interface carefully and accurately (xi) Recommendation #11: provide security mechanisms and information to the user All these recommendations should be considered for the benefit of the users, since an improved usability of the application involves a higher number of downloads and active users. is, depending on the business model of the app, could also lead to a higher number of economic benefits. Based on the presented findings, these recommendations call attention to the usability of mobile applications, both to interface designers and to companies to focus their development efforts on user-based and userexperience designs. As most of the technology of the twentieth century, the aim is to make tech world closer and easier for the user.
Finally, as a future work, our plan is to create a prototype following the previous recommendations and perform the same methodical analysis in order to compare the results with the previous ones, as well as carrying out an experiment with real users, which will allow us to validate the guidelines proposed. In addition to this, evaluating UX aspects over this type of apps could answer several questions, like how, where, and why users use certain IM apps over other, may be usability friendly ones, alternatives.
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